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ABSTRACT
Side-channel attacks have become a significant threat to the
integrated circuit security. Circuit level techniques are pro-
posed in this paper as a countermeasure against side-channel
attacks. A distributed on-chip power delivery system con-
sisting of multi-level switched capacitor (SC) voltage con-
verters is proposed where the individual interleaved stages
are turned on and turned off either based on the workload
information or pseudo-randomly to scramble the power con-
sumption profile. In the case that the changes in the work-
load demand do not trigger the power delivery system to
turn on or off individual stages, the active stages are reshuf-
fled with so called converter-reshuffling to insert random
spikes in the power consumption profile. An entropy based
metric is developed to evaluate the security-performance of
the proposed converter-reshuffling technique as compared to
three other existing on-chip power delivery schemes. The in-
crease in the power trace entropy with CoRe scheme is also
demonstrated with simulation results to further verify the
theoretical analysis.

Categories and Subject Descriptors
SEC1.3 [Hardware Security]: Device, circuit, and archi-
tecture techniques for security

Keywords
Side-channel attacks, on-chip voltage regulation, power effi-
ciency

1. INTRODUCTION
Hardware security has become an important design met-

ric during the past decade with the increase in the number
of attacks at different hardware abstraction levels. Along
with the other important metrics such as higher power effi-
ciency, better performance, and lower noise, hardware secu-
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rity is also added as an important design objective in mod-
ern computing devices. It has been shown that software
level countermeasures may not be sufficient to protect the
encrypted data from an attacker who has physical access to
the device under attack (DuA). Even flawless implementa-
tions of state-of-the-art encryption algorithms are typically
vulnerable against hardware attacks. The primary reason is
that the modern integrated circuits (ICs) heavily depend on
complementary metal oxide semiconductor (CMOS) tran-
sistors which have switching characteristics that are easily
analyzed to determine the underlying circuit functionality.
The side channel leakage originating from the switching ac-
tivity of transistors can be monitored with simple measure-
ment equipment by an attacker. This side channel leakage
can manifest itself in the form of power consumption profile,
timing profile, electromagnetic emanations (EME), acoustic
waveforms, and heat. An efficient implementation of side-
channel attacks can retrieve the secret key from an AES
algorithm in a couple of minutes whereas it can take up to
149 trillion years to crack a 128-bit AES key with a super-
computer [1].

Various techniques have been proposed to minimize the in-
formation leakage through side-channels. Most of the circuit-
level countermeasures focus on modifying the power con-
sumed by the logic circuits and/or memory (hereafter called
as load circuits in the paper) to hide and/or mask the in-
formation from an attacker [2]. These techniques include
leakage reduction, noise injection, frequent key update, and
designing secure PUF and scan chain circuits [2]. There
is, however, a limited amount of research that exploits the
medium, power delivery network, through which a significant
amount of leakage is emanated from. With the proliferation
of on-chip voltage regulators in modern ICs, the on-chip
power delivery network is no longer a mesh connection of
metal wires but also includes active voltage regulators. The
on-chip voltage regulators can potentially be used to scram-
ble the power consumption monitored by an attacker with
negligible power and area overhead.

A countermeasure based on on-chip voltage regulators has
been recently proposed [3] where an interleaved switched
capacitor (SC) voltage converter is utilized and individual
stages are turned on and turned off based on the workload
information. Activation and deactivation of each individ-
ual stage creates a current spike in the power consumption
profile that is potentially monitored by an attacker. One pri-
mary shortcoming of this technique is that the number of ac-
tive stages is determined based on the workload information
and therefore the characteristics (timing and amplitude) of
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Figure 1: Proposed technique disrupts the one-to-
one transformation and accomplishes a non-injective
relationship between the load current and input cur-
rent.

the artificial current spikes may provide critical information
about the actual power consumption of the circuit. A sig-
nificant amount of the workload information may eventually
still leak with this technique [3].

A workload-agnostic SC voltage converter management
technique is proposed in this paper to minimize the informa-
tion leakage via side-channels. Active converter stages are
periodically or pseudo-randomly reshuffled with the inactive
converter stages regardless of the changes in the workload
demand.

Our contributions in this paper are as follows:• A new on-chip voltage converter management tech-
nique, converter-reshuffling (CoRe), is proposed as a
countermeasure against side-channel attacks

• The performance of CoRe is evaluated both theoreti-
cally and with simulation results

• A security-performance metric, power trace entropy,
has been utilized to evaluate the security levels of four
different on-chip power delivery schemes

The rest of the paper is organized as follows. Background
information on on-chip voltage regulation is provided in Sec-
tion 2. The treat model is explained in Section 3. A related
state-of-the-art technique, converter-gating, is discussed in
Section 4. The proposed workload-agnostic CoRe is ex-
plained in Section 5. The security-performance of CoRe
technique is evaluated against three different power deliv-
ery schemes both theoretically and with simulation results
in Section 6. The related work is summarized in Section 7
and the paper is concluded in Section 8.

2. BACKGROUND
On-chip voltage regulation is an area with vast amount

of research to enable small, fast, efficient, robust, and high
power-density voltage regulators on-die close to the load cir-
cuits [4,5]. On-chip voltage regulators provide faster voltage
scaling, reduce the number of dedicated IO pins, and facil-
itate fine granularity power management techniques [4–7].
Three types of regulators are widely used in modern cir-
cuits: buck converters, switched capacitor (SC) converters,
and low-dropout (LDO) regulators [8–10]. Buck convert-
ers can provide superior power efficiency over 95%; how-
ever, the on-chip area requirement is quite large due to the

large passive LC filter [10,11]. SC voltage converters utilize
non-overlapping switches that control the charge-sharing be-
tween capacitors to generate a DC output voltage. Linear
regulators provide superior line and load regulation but have
inferior power efficiency limited to Vout/Vin [12, 13]. With
the utilization of deep-trench capacitors, SC voltage convert-
ers can achieve high power densities such as 4.6 A/mm2 [14].
SC voltage converters charge and discharge periodically, pro-
ducing periodic spikes in the input current waveform and
therefore reducing the correlation between the input and
output current profiles as compared to LDO regulators.

Certain voltage regulator types allow a high correlation
between the actual load current and the input current that
may be monitored by an attacker to learn “what is going
on inside the chip.” An injective (one-to-one) relationship
should exist to determine Iload,n by measuring Iin,n. When
the IC does not employ on-chip voltage regulation, an injec-
tive relationship exists between the load current consumed
by the cryptographic circuit (CC) and the input current to
the IC (i.e., Iload,n = Iin,n), as shown in Fig. 1. If the
on-chip power delivery network can provide a non-injective
relationship between the load and input current profiles, as
illustrated in Fig. 1, (i.e., a particular load current leads to
more than one input current profile), the outside attacker
can no longer obtain the internal information by measur-
ing the input current. SC voltage converters charge and
discharge periodically, produce spikes in the input current
waveform, and therefore reduce the correlation between the
input and output current profiles.

3. TREAT MODEL
The attack is assumed to be non-invasive and the attacker

is assumed to have access to the circuit where s/he can mon-
itor the side-channel leakage information. For example, the
power consumption profile can be monitored by measuring
the I/O pins dedicated to power/ground, shown as Iin in
Fig. 1. Alternatively, the attacker can use near-field anten-
nas to monitor the EM emanations. Additionally, the DuA
is assumed to have on-chip voltage regulators.

4. REVIEW OF CONVERTER-GATING
Converter-gating (CoGa) is the adaptive activation and

deactivation of certain stages of a multiphase on-chip SC
voltage converter based on the workload information [3].
When the current demand increases (decreases), an addi-
tional passive (active) stage is activated (gated) to provide
a higher (lower) load current without sacrificing power con-
version efficiency. The additional stage that is being ac-
tivated or gated is determined based on a pseudo-random
number generator (PRNG) to scramble the input current
consumption of the SC voltage converter (i.e., Iin as shown
in Fig. 1). Since each interleaved stage within an SC voltage
converter is driven with a different phase of the input clock
signal, each interleaved stage charges and discharges with a
certain time shift. The amount of time shift depends on the
frequency of the clock signal. For example, a timing shift of
0.5 μs can be achieved by activating the 4th stage instead of
the 0th stage when an eight stage SC converter operates at
1 MHz.

Although CoGa makes the attackers’ job more difficult
by scrambling the power consumption profile and insert-
ing additional spikes in the input current profile, the DuA
would still be vulnerable under advanced attacks as the ac-
tivation/deactivation occurs when there is a change in the



workload demand. Particularly, an attacker can effectively
bypass the CoGa technique if an attack is performed such
that the changes in the load current demand are not large
enough to trigger CoGa to activate/deactivate interleaved
stages. Furthermore, the input current profile that is mon-
itored by an attacker would still be correlated with the ac-
tual current profile even if CoGa is triggered since the ac-
tivation/deactivation occurs when there is a change in the
workload demand.

5. CONVERTER-RESHUFFLING
A new control technique, converter-reshuffling (CoRe), is

proposed to scramble the input current profile when the
change in the load current is not sufficiently large to turn
on or off a converter stage. In CoRe technique, a new set
of voltage converter stages is periodically determined with
a PRNG. Some of the active converter stages are then jug-
gled accordingly with the inactive converter stages. In other
words, some of the active stages are gated concurrently while
the same number of inactive stages are turned on under con-
stant load current demand.

Gated stages

Time

1-3-5-7
0-2-4-6

1-4-6-7
0-2-3-5

0-4-5-6
1-2-3-7 1-4-6-7

0-2-3-5Active stages

t1 t2 t3 t4

...
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Figure 2: Active and gated converters are juggled
with converter-reshuffling.

For example, the number of required active converter stages
to efficiently provide a load current of 1 mA is four. Let’s
assume that these active stages are the 1st, 3rd, 5th, and 7th

converter stages. With CoRe, some of these active stages
are gated and the same number of inactive stages are simul-
taneously turned on, as shown in Fig. 2. After a certain time
period, the converters are shuffled again while keeping the
same number of converters active. Please note that CoRe
technique can work with or without converter-gating regard-
less of whether or not the load current demand is sufficiently
large to trigger converter-gating and lead to an additional
stage to turn on.

The primary advantages of CoRe operation as a side-
channel attack countermeasure are twofold. First, the input
current profile is disrupted while turning on and off differ-
ent converter stages. Secondly, the input current profile pe-
riodically exhibits a different signature since the phases of
the active converter stages vary, generating a quite different
input current signature. For example, an eight phase SC
voltage converter with three active stages has

(
8
3

)
=56 activ-

ity patterns that would lead to 56 different input current
signatures while delivering the same load current.

6. EVALUATION
6.1 Theoretical Proof of Converter Reshuffling

Entropy is a widely used property to quantify the security-
performance of countermeasures against side-channel attacks
[15]. In this paper, the power trace entropy (PTE) is utilized
as a security-performance metric while ensuring a constant
time trace entropy (TTE) to compare the security levels of
different voltage regulation schemes [16]. PTE and TTE are,
respectively, the uncertainty of the amplitude and timing of
the spikes in the power consumption profile. It has been
shown in [16] that TTE is zero without DVFS. When DVFS
is activated, a constant non-zero TTE of 6.02 [16] is used in

(m-1)Ts mTs (m+1)Ts

Number of spikes is k1

time

Number of spikes is k2

P(t) P(t+Ts)

AES core power

2  

Input power

Number of spikes is k3

Region 1 Region 2

Region 3 Region 4

Region 5

Figure 3: Relationship between the input power and
AES core power.

the evaluation. Intuitively, TTE increases when the operat-
ing frequency changes over time as in the case of DVFS. We
assume that the power consumption of an AES core is P (t)
at time t, the number of phases N changes between 30 and
100, the switching frequency and period of each phase are,
respectively, fs and Ts, the frequency of the input data for
AES core is f0, the phase difference between actual power
consumption and sampling of the attacker is 2πθ. The rela-
tionship between the input power and AES core power while
employing either CoGa or CoRe is illustrated in time domain
in Fig. 3. Regions 3 and 4 are, respectively, the time peri-
ods in which the attacker observes part of the spikes that
occur in Regions 1 and 2. The two consecutive power con-
sumption profiles, as shown in Fig. 3, may contain different
number of spikes k1 and k2 if the workload current demand
changes. Assuming k2 > k1, the change in the number of
spikes f(θ, P (t))(k2 − k1), as illustrated in Fig. 3 in Region
4, can be observed by an attacker and may provide criti-
cal information about the workload. f(θ, P (t)) is the ratio
of number of additional spikes in Region 4 over the total
number of additional spikes in Region 2.

The input power of CoGa PCoGa
in (t) observed by an at-

tacker within a switch period Ts can be expressed as

PCoGa
in (t) = k1P0 + f(θ, P (t))(k2 − k1)P0, (1)

where

k1 = [

∫ (m−1)Ts
(m−2)Ts

P (t)dt

η0P0Ts
], (2)

k2 = [

∫mTs
(m−1)Ts

P (t)dt

η0P0Ts
], (3)

η0 is the power efficiency, P0 is the output power of each
individual converter phase, and m is the number of switch
cycles that is a function of time t.

The input power of CoRe PCoRe
in (t) observed by an at-

tacker within a switch period Ts can be expressed as

PCoRe
in (t) = α(θ, P (t))P0 + β(θ, P (t))P0, (4)

where α(θ, P (t)) and β(θ, P (t)) are the number of spikes
that is monitored by an attacker, respectively, in Regions 3
and 4.

In differential power analysis (DPA) attacks, the attacker
monitors the dynamic power consumption [16]. To obtain a
useful level of PTE from CoGa and CoRe, the probability of
detecting the changes in the power profile for each possible
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input power value needs to be calculated. This probability
γi(θ, P (t)) for CoGa when θ �= 0 is

γi(θ, P (t)) =

(
[θN ]−k3

i

)(
[(1−θ)N ]−k1+k3

k2−k1−i

)
(
N−k1
k2−k1

) , (5)

i ∈ [A,B] = [max{0, k2 − k3 − [(1− θ)N ]},
min{[θN ]− k3, k2 − k1}], (6)

where k3 is the number of spikes in Region 5, as illustrated
in Fig. 3. The PTE value for CoGa PTECoGa

DPA (t) is therefore

PTECoGa
DPA (t) = −

B∑

i=A

γi(θ, P (t))log
(γi(θ,P (t)))
2 . (7)

Note that if θ = 0, the probability γi(0, P (t)) = 1 and
the PTE for CoGa becomes 0. However, in practice, the
switching frequency fs is not constant, but has a narrow
frequency range. It is quite difficult for an attacker to keep
the value of θ as 0 all the time. Therefore, in the rest of the
paper, we assume θ �= 0.

For CoRe, the probability function λj(θ, P (t)) for achiev-
ing different input powers is

λj(θ, P (t)) =

(
N
j

)(
N

k1+k2−j

)
(
N
k1

)(
N
k2

) , (8)

j ∈ [C,D] = [max{0, k1 + k2 −N},min{N, k1 + k2}], (9)

when θ �= 0. In (8), j = i1 + i2 where i1 and i2 are the
number of spikes, respectively, in Regions 3 and 4. The
constraints for (i1, i2) are (i1 ≤ k1, i2 ≤ k2). Accordingly,
the PTE of CoRe PTECoRe

DPA (t) becomes

PTECoRe
DPA (t) = −

D∑

j=C

λj(θ, P (t))log
(λj(θ,P (t)))

2 . (10)

The relationship between the number of phases and the
PTE value for four different kinds of voltage regulation schemes
is illustrated in Fig. 4 when load power demand varies from
(1/2)Pmax to (7/8)Pmax where Pmax is the maximum dy-
namic power consumption for AES core. As shown in Fig. 4,
the PTE of CoRe is about 13% greater as compared to the
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Figure 5: Relationship between the number of
phases and the PTEs for four different kinds of volt-
age regulation schemes with DVFS enabled AES
core.

PTE of CoGa and therefore CoRe provides better security
than CoGa.

Dynamic voltage and frequency scaling (DVFS) is a pop-
ular technique which not only reduces power dissipation but
also can improve the security level of AES core by increas-
ing time trace entropy (TTE) [16]. Accordingly, the secu-
rity implications of the proposed on-chip voltage regulation
scheme is compared to the three other existing power deliv-
ery schemes in the presence of DVFS. When the AES core
employs DVFS, we assume the random time delay between
the input data and power consumption variation caused by
DVFS is T0. In other words, the input power would vary
within 0 to T0 after the input data completed. In the case
of CoGa, the variations in the power consumption appear
within the first switch period only after the input data has
been processed. This can cause CoGa a non-zero PTE. The
PTE for CoGa PTECoGa

DV FS(t) with DVFS therefore becomes

PTECoGa
DV FS(t) = −(1− Ts

T0
)log

(1−Ts
T0

)

2

−
N−1∑

[θN ]=1

B∑

i=A

Ts
NT0

γi(θ, P (t))log
(
∑N−1

[θN]=1
Ts
NT0

γi(θ,P (t)))

2 .

(11)

The PTE for CoRe is, however, quite different in the pres-
ence of DVFS. The input power of CoRe keeps reshuffling
regardless of the workload demand and therefore always has
a non-zero PTE. As a result, the PTE of CoRe PTECoRe

DV FS(t)
is much greater than the PTE of CoGa and can be shown
as

PTECoRe
DV FS(t) = −

N−1∑

[θN ]=1

D∑

j=C

1

N
(1− Ts

T0
)λ1

j (θ, P (t))

× log
(
∑N−1

[θN]=1
1
N

(1−Ts
T0

)λ1j (θ,P (t)))

2 −
N−1∑

[θN ]=1

D∑

j=C

λj(θ, P (t))

× Ts
NT0

log
(
∑N−1

[θN]=1
Ts
NT0

λj(θ,P (t)))

2 . (12)



The probability function λ1
j (θ, P (t))) is the same as λj(θ, P (t)))

if k2 = k1. Similarly, the PTEs of a conventional SC volt-
age converter PTESC

DV FS and an LDO regulator PTELDO
DV FS

with DVFS are

PTESC
DV FS = −(1− Ts

T0
)log

(1−Ts
T0

)

2

− Ts
T0
log

(Ts
T0

1
max{k1,k2} )

2 , (13)

PTELDO
DV FS = −(1− Ts

T0
)log

(1−Ts
T0

)

2

− Ts
T0
log

(Ts
T0

fs
fclock

)

2 , (14)

where fclock is the clock frequency of the AES core.
The PTEs of the aforementioned four different voltage

regulation schemes for different number of voltage converter
stages are illustrated in Fig. 5 when DVFS is employed. In
Fig. 5, the load power consumption varies from (1/2)Pmax

to (7/8)Pmax where Pmax denotes the maximum dynamic
power consumption for AES core. The clock frequency is
selected between 250 MHz and 450 MHz and the TTE value
is 6.02 in [16]. The switching frequency for CoGa and CoRe
is 30 MHz.

The PTE of CoRe increases ∼40% when DVFS is acti-
vated. The primary reason for this enhancement is that the
reshuffling behavior is workload-agnostic and DVFS further
enhances the scrambling behavior. The PTE of SC voltage
converter and LDO regulator also increases to a non-zero
value with DVFS, but still much smaller than the PTE of
CoRe. Alternatively, the PTE of CoGa reduces ∼64% in
the presence of DVFS. Therefore, CoRe technique provides
significantly higher security as compared to other power de-
livery schemes when DVFS is activated.

6.2 Circuit level evaluation
The control circuit of CoGa is modified to add the CoRe

capability to the proposed system. A load current of 0.7
mA, as shown in Fig. 6a, is delivered with CoGa and CoRe
schemes. Four out of eight stages are required to be active
to provide 0.7 mA load current. When CoGa scheme is uti-
lized, 0th, 2nd, 4th and 6th stages are active while providing
a constant 0.7 mA load current. In the CoRe scheme, the
active converter stages are joggled with gated stages after
10 clock periods, as shown in Fig. 2. The input current pro-
files of converter-gating and converter-reshuffling are shown
in Fig. 6c. As shown in the zoomed Figs. 6d, 6e, 6f, and
6g, the input current spikes of the CoGa scheme exhibit a
similar behavior (shown in red) whereas the input current
spikes of the CoRe scheme have random timing and ampli-
tude variations (i.e., increased TTE and PTE, respectively).
Both CoRe and CoGa techniques provide a robust output
voltage as shown in Fig. 6b. This analysis validates that
CoRe technique can scramble the power consumption pro-
file monitored by an outside attacker even if the load current
variations are not large enough to trigger CoGa technique
and eventually increases the TTE and PTE values.

7. RELATED WORK
Various techniques have been proposed as a countermea-

sure against various types of side-channel attacks both at
the circuit and architectural levels. To reduce the depen-
dency of the side-channel leakage on the actual power con-
sumption profile, leakage reduction techniques have been

proposed. Dummy multiplication operations have been per-
formed for timing attacks against RSA to minimize the leak-
age in the timing channel in [17], significantly increasing
the power consumption. The actual power consumption
profile can be smoothened by using different CMOS logic
families to provide a more balanced pull-up and pull-down
power consumption such as current-mode logic [18] or asyn-
chronous logic [19]. Random or pseudo-random noise has
been inserted in the side-channel leakage to make the analy-
sis more difficult for an attacker in [20]. Although the num-
ber of required side-channel leakage measurements increases
quadratically with decreasing SNR of the side-channel infor-
mation [21], advanced techniques can be used to average out
the injected noise [22]. Frequently updating the secret key
is also proposed in [22] to add another level of difficulty for
the attacker. One of the primary disadvantages of the ex-
isting techniques is the power and area overhead. Although
some of these techniques are successful against certain side-
channel attacks, power and area overheads typically make
them quite costly [16].

8. CONCLUSIONS
A new on-chip power management technique, converter-

reshuffling (CoRe), is proposed as a power efficient counter-
measure against side channel attacks. A theoretical proof
based on the power trace entropy (PTE) analysis is devel-
oped to compare CoRe with three other existing on-chip
power delivery schemes. CoRe performs better than the
other schemes with or without DVFS. The PTE of CoRe sig-
nificantly increases when DVFS is activated whereas other
techniques may have degraded PTE levels with DVFS.
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