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ABSTRACT

Aggressive voltage scaling (AVS) technique is an efficient
and lightweight countermeasure for cryptographic circuits
against conventional first-order (CFO) differential power anal-
ysis (DPA) attacks. However, in this paper, it is demon-
strated that AVS technique is vulnerable against bivariate
first-order (BFO) DPA attacks since the noise inserted by
the random scaling of the voltage can be filtered easily under
BFO DPA attacks. To protect a cryptographic circuit that
utilizes voltage scaling against BFO attacks, a lightweight
implementation of the advanced encryption standard (AES)
is proposed. In the proposed technique, even if the noise
inserted by the random voltage scaling is filtered, a signifi-
cant amount of random power noise can still be present in
the side-channel leakage obtained by BFO DPA attacks. As
demonstrated with the simulation results, when BFO DPA
attacks are implemented on the proposed lightweight ran-
dom AES engine with AVS technique, the measurement-to-
disclose (MTD) value is enhanced over 1 million. Alterna-
tively, the MTD value is less than 6,000 under BFO DPA
attacks for a conventional AES engine with AVS technique.

Keywords
Aggressive voltage scaling, bivariate first-order, differential
power analysis attacks, advanced encryption standard

1. INTRODUCTION

Side-channel attacks (SCAs) have become important secu-
rity concerns for modern integrated circuits (ICs) since the
physical leakage mechanisms (such as power consumption,
electro-magnetic emissions, and timing information) are dif-
ficult to control and mitigate [1-7]. Differential power anal-
ysis (DPA) attacks are widely studied SCAs, which can leak
the secret key of a cryptographic circuit (CC) through ex-
ploiting the correlation between the input data and dynamic
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power consumption of the CC [8-11]. In order to protect
CCs against DPA attacks, various countermeasures [1, 12—
18] have been proposed to weaken the correlation between
the input data and monitored dynamic power dissipation of
the CC.

All of the existing DPA attack countermeasures can be
categorized into two types: masking and hiding. The dy-
namic power consumption Pgy, of a CC can be denoted
as Piyn = Bos1fVECL [19] where Bo—1 is the number of
0 — 1 transitions that occur within the CC under differ-
ent input data, f. is the clock frequency, Vg is the supply
voltage, and C7, is the load capacitance. Plaintext masking
technique [13] is an effective masking countermeasure that
inserts a large amount of intermediate random data values
to mask the plaintexts, breaking the strong correlation be-
tween the input data and Bo_,1. However, the area overhead
of plaintext masking technique for the look-up table (LUT)
increases significantly due to the large amount of inserted
random data values [13].

One of the techniques used in hiding countermeasures is to
make Pgyn constant under any input data value (i.e., con-
stant hiding countermeasures). Therefore, balanced logic
gate such as wave dynamic differential logic (WDDL) has
been proposed in [1] which uses the complementary output
and pre-charge stage to achieve a constant fSy—1 regardless
of the input data values. Alternatively, a constant Py, also
can be achieved when a switched-capacitor current equal-
izer countermeasure [12] is enabled to discharge the residual
charge which may leak the critical information. Unfortu-
nately, constant hiding countermeasures induce significant
power/area/performance overhead [12,15].

Another technique used in hiding countermeasures is to
make Py, as a random value (i.e., random hiding counter-
measures). Therefore, random power grid [14] and power
profile scrambling [15] have been proposed by inserting ad-
ditional random power consumption circuits to hide the ac-
tual power consumption of the CC. However, the inserted
additional random power consumption circuits also cause
non-negligible power/area/performance overhead [14,15].

Random voltage/frequency scaling (VFS) techniques also
belong to random hiding countermeasures, which have been
proposed in [16-18] to reduce the correlation between the in-
put data and Pgy, by randomly altering the clock frequency
fe or supply voltage Viq. Aggressive voltage scaling (AVS)
technique is a VFS-based countermeasure, which has high
security (i.e., MTD>1 million) against conventional first-
order (CFO) DPA attacks with low overhead [18]. Since the
scaling frequency of Vg4 is significantly lower than the input
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Figure 1: DPA attacks simulation (f. = 200MHz and f, = 2MHz.
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VDD2 — VDD1 = 1.0V where VDD1 and

Vbp2 are the minimum and maximum supply voltage values, respectively. For CFO DPA attacks, if HW
model is utilized, polarity can be used to distinguish the correlation coefficients of the correct key and
complement of the correct key [20]). (a) Absolute values of correlation coefficient of different keys for an
S-box without countermeasure after inputting 1,000 plaintexts when CFO DPA attacks are implemented. (b)
Absolute values of correlation coefficient of different keys for an S-box with AVS technique after inputting 100
thousand plaintexts when CFO DPA attacks are implemented. (c) Absolute values of correlation coefficient
of different keys for an S-box with AVS technique after inputting 6,000 plaintexts when BFO DPA attacks

are implemented.

data frequency (the same as the clock frequency f.) [18], the
attacker can filter the power noise generated by randomly al-
tering Vyq by implementing bivariate first-order (BFO) DPA

attacks. For instance, assume P(;yn and P(;/yn are the dy-
namic power dissipation of a CC induced by two adjacent
input data data; and datas, respectively. B(IHl ( 66;1) is
the number of 0 — 1 transitions that occur in a CC induced
by data: (dataz). Since Py, and P,,, may share the same
Via value due to the slow supply voltage scaling frequency,
the attacker may use P;yn /P(;/yn = B(lHl / 66;1 which is in-
dependent of V4 as the new power data to implement BFO
DPA attacks on the CC with AVS technique. As a result,
a CC with AVS technique may be vulnerable to BFO DPA
attacks.

Advanced encryption standard (AES) engine is a widely
used CC to securely store critical data [1,3]. In an n-bit AES
engine, n/8 number of substitution-boxes (S-boxes) are uti-
lized to process the secret data. When DPA attacks are
implemented on one of the n/8 number of S-boxes, the at-
tacker can dynamically alter the plaintext of the specific
S-box that is under DPA attack and maintain the plaintext
as constant for the other S-boxes which are not under DPA
attack. As a result, only the S-box under DPA attack ex-
hibits a high dynamic power dissipation while other S-boxes
exhibit a quite low leakage power dissipation. Recently, Yu
et al. [3] proposed a lightweight AES engine to ensure that
all of the S-boxes exhibit a high dynamic power dissipa-
tion even if a constant plaintext is enabled. Accordingly,
n/8 number of invert boxes are placed in front of the n/8
number of S-boxes, respectively, to guarantee that all of the
S-boxes have a high dynamic power dissipation by altering
the constant input data periodically.

Although the S-boxes which are not under DPA attacks
in the lightweight AES engine [3] can generate a high ampli-
tude of side-channel power noise, due to lack of randomness,
the attacker still can filter the noise easily when BFO DPA
attacks are performed on the lightweight AES [3] with AVS

technique as demonstrated in Section 4.2. Therefore, in this
paper, a lightweight random AES is proposed to secure the
CC that houses a VFS-based countermeasure against BFO
DPA attacks. One of the differences between the lightweight
AES [3] and proposed lightweight random AES is that the
invert boxes in the lightweight AES invert the input data
periodically while the invert boxes in the lightweight ran-
dom AES invert the input data randomly. As a result, when
BFO DPA attacks are implemented on a lightweight random
AES engine with AVS technique, the large amount of ran-
dom power noise generated by the other S-boxes (i.e., that
are not under DPA attacks) due to the randomly inverting
behavior can be utilized against BFO DPA attacks even if
the random voltage scaling noise is filtered.

The rest of the paper is organized as follows. BFO DPA
attacks are implemented on an S-box with AVS technique in
Section 2. Working principle of the lightweight random AES
engine is introduced in Section 3. Security of the lightweight
random AES engine with AVS technique against BFO DPA
attacks is evaluated in Section 4. Conclusions are offered in
Section 5.

2. BFODPA ATTACKS ON AN S-BOX WITH
AVS TECHNIQUE

Assume that an attacker inputs data I, (j = 1,2,...) to a
CC and measures the corresponding dynamic power dissipa-
tion Pgyn,; of the CC induced by the input data I;. When
the attacker analyzes the correlation between the input data
I; and Pgyyn,j, the type of DPA attacks is categorized as a
CFO DPA attack. Alternatively, the attacker may utilize a
mathematical operation to convert two samples of the dy-
namic power dissipation profile Payn ; and Payn, j+k, (kK > 1)
as a new sample of the power data Py,,, ;. When the attacker
exploits the correlation between the input data (I;,j+x)
and Py, ;, the corresponding DPA attacks are categorized
as the BFO DPA attacks [21].
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Figure 2: (a) Substitute bytes operation in the 1°
encryption round of an n-bit conventional AES en-
gine. (b) Substitute bytes operation in the 1 en-
cryption round of an n-bit lightweight AES engine.

For an S-box that employs AVS technique, assume that
the clock frequency f. is h times of the supply voltage scaling
frequency fv, (fe = hfv) where h >> 1 [18]. The dynamic
power dissipation Pgyn,; and Payn, j+1 of an S-box with AVS
technique induced by the 5 and (j + 1)** input data can
be, respectively, denoted as

Payn,; = /BO—vl,ijded’[%]CL7 (1)

Payn,j+1 = BO—>1,j+1chd2d,[%]ch (2)

where Bo-1,; (Bo—1,j+1) is the number of 0 — 1 transi-
tions induced by the 5" ((j 4+ 1)**) input data. Vi (] and
'Lh

v, 4,(4F1) are the scaled supply voltage values, which, respec-

tively, correspond to the %" and (j 4+ 1)*" input data. How-
ever, when j € [ih, (i + 1)h — 2], (i = 1,2, ...), the following
equation (3) which is independent of the supply voltage is
satisfied
Paynjr1 _ Boo1jt1
— = —. ()
den,g 60—)1,]

For CFO DPA attacks, if the predicted dynamic power dis-
sipations by utilizing the j'* and (j41)*" input data with a
suitable power model are, respectively, X; and X;1, BFO
DPA attacks may be implemented by the attacker to ex-
ploit the correlation between X;41/X; and Payn,j+1/Payn,;
to leak the secret key.

If hamming-weight (HW) model is utilized by the attacker
to implement the DPA attack when an 8-bit binary input
data I; = (Ij1,Ij2,...,1;8)2 is enabled on an S-box, the
predicted dynamic power dissipation of the S-box can be
written as

X;= L. (4)

As a result, the value range of X; is X; € [0,8]. If X;11/X;
is used as the predicted dynamic power dissipation of the
S-box for executing BFO DPA attacks as explained above,
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Figure 3: Architecture of the modified S-box
from [13] (4 represents xor operation and S(x) is
the substituted byte of z).

Xj+1/X; would become infinity when X; = 0 and X;41 # 0.
Therefore, in order to avoid the predicted dynamic power
dissipation of the S-box having the risk of becoming infinity,
(Xj+1 + 1)/(X; + 1) is utilized as the predicted dynamic
power dissipation of the S-box to perform BFO DPA attacks.

Two S-boxes [22], one without any countermeasure and
one with AVS technique, are implemented with 130 nm
CMOS and simulated in Cadence. As shown in Fig. 1(a),
when a CFO DPA attack is implemented on an S-box with-
out countermeasure, the correct key 66! is leaked to the at-
tacker after inputting 1,000 plaintexts. When a CFO DPA
attack is executed on an S-box with AVS technique, the cor-
rect key 66 cannot be obtained by the attacker even if 100
thousand plaintexts are enabled, as shown in Fig. 1(b). This
result indicates that AVS technique is efficient against CFO
DPA attacks. Alternatively, when a BFO DPA attack is
implemented on an S-box with AVS technique, the correct
key 66 is leaked to the attacker after inputting only 6,000
plaintexts, as shown in Fig. 1(c). AVS technique is therefore
quite vulnerable against BFO DPA attacks.

3. PROPOSED LIGHTWEIGHT RANDOM
AES ENGINE

The substitute bytes operation in the 1°% encryption round
of a conventional n-bit AES engine is shown in Fig. 2(a).
n/8 number of S-boxes reside in a conventional n-bit AES

166 is chosen arbitrarily as the correct key.



engine. If the attacker intends to implement a DPA attack
on S-boxi, only plaintext P; is dynamically altered while
plaintexts Pz, Ps, ..., P, g can be kept constant. Since the
I* (1=1,2,..,n/8) input data of S-box; is #; = P, & K.,
where K. is the secret key of S-box;, only S-box: exhibits
a high dynamic power dissipation due to the variable input
data x1. Alternatively, S-boxa, S-boxs, ..., S-box, /s gen-
erate a low leakage power dissipation due to the constant
input data.

For the n-bit lightweight AES engine that is proposed
in [3], the substitute bytes operation in the 1°* encryption
round is illustrated in Fig. 2(b). The 8-bit mask data m gen-
erated by the invert boxes is added with x1,x2, ..., T, /s, re-
spectively, to generate the corresponding input data =7, z3, ..
- @, s to each S-box. Since the mask data m alters period-
ically between the two values such as m = (00000000)2, (11
111111)2, (00000000)2, ..., the input data 71,3, ..., 2}, /s are
periodically inverted to guarantee that all of the S-boxes ex-
hibit a high dynamic power dissipation even if 1, T2, ..., T8
are constant (x; = x; @ m). At the end of the encryption,
the residue of the related mask component is removed to
recover the correct cipher data in the n-bit lightweight AES
engine [3]. However, since the S-box performs a non-linear
operation, the mask data m would be tangled with the en-
cryption data to make it difficult to remove at the end of
encryption. In order to remove the mask data m easily at
the end of encryption, the architecture of S-box needs to be
modified. The modified S-box used in [3] is shown in Fig. 3.
The encryption data x is linearly separated from the mask
m after finishing the substitute byte operation if the modi-
fied S-box is utilized. The six transforming tables in Fig. 3
are summarized as follows [13,23]

TD1:((y+9),9) = y* xpo+g, (5)

TD2: ((y+9),(z+9)) = (y+9)+(z+g)) <z+g’(>6,)

TM:((y+9),(z+9)) = y+g) x(z+g), (7)
T'INV : ((y +9).9) = TINV(y) + g, ®)

where y, z, g, and g/ are 4-bit data which corresponds to the
input side of each transforming table. po is the coefficient of
y?. TINV, TMAP, and TMAP™" are the inverse opera-
tion, mapping operation, and inverse mapping operation in
the conventional S-box, respectively.

As compared to the aforementioned n-bit lightweight AES
engine, in the proposed n-bit lightweight random AES en-
gine, all of the invert boxes perform the invert operation
randomly in every clock period to make the 8-bit mask data
m generate a random pattern with the two possible masks;
(00000000)2 and (11111111)2. As a result, S-boxes that are
not under DPA attack (S-boxz, S-boxs, ..., S-box,,/s) would
generate a large mount of uncertain power noise to protect
S-box; against BFO DPA attacks.

In the conventional masked AES engine [13], a large amount
of random mask data values are inserted to break the strong
correlation between the plaintexts and input data of S-boxes,
which leads to significant area and performance overhead
due to the large size of the look-up table (LUT). However,
in the proposed lightweight random AES engine, the area
and performance overheads are negligible, which are ap-
proximated the same as [3] since only two mask data values
(00000000)2 and (11111111)2 are inserted.

4. SECURITY EVALUATION AGAINST BFO
DPA ATTACKS

The security of the conventional AES engine, the lightweight
AES engine, and the proposed lightweight random AES en-
gine is evaluated in this section against BFO DPA attacks
when these AES engines employ AVS technique.

4.1 Conventional AES Engine with AVS Tech-
nique Against BFO DPA Attacks

For an S-box implemented with modern CMOS technol-
ogy, the leakage power dissipation Pieqr can be approxi-
mated as [24]

aV,
F)leak ~ Vvdd«[leal»c6 dda (9)

where [k is the component of the leakage current of the S-
box which is controlled by the input data and is independent
of the supply voltage whereas a is the CMOS technology
dependent parameter.

As shown in Fig. 2(a), when S-box; in a conventional n-bit
AES engine is under a DPA attack, only S-box; exhibits a
high dynamic power dissipation while other S-boxes show a
low leakage power dissipation. Therefore, if AVS technique
is enabled on all of the S-boxes (assuming all of the S-boxes
are controlled by the same voltage scaling pattern), the total
monitored power dissipation Pio¢; and Pios j4+1 of the con-
ventional n-bit AES engine with AVS technique induced by
the 7" and (j + 1) input data, respectively, are

oV ) n/8
Prot,j = 5o—>1,1,jfcvd2d,[%]CL + Vaa e sl ZQ licak,s
(10)
Piotjr1 = ﬁ0—>1,1,j+1chde’[%]CL+
v n/8
a i1

Vdd,[jtlle dd, [15) ZLeak,m (11)

s=2

where Bo-1,1,; (Bo—1,1,j41) is the number of 0 — 1 tran-
sitions in S-box; induced by the ' ((j + 1)) input data
and lieak,s, (s = 2,3, ...,n/8) is the component of the leak-
age current of S-box, induced by the corresponding constant
input data.

4.2 Lightweight AES Engine with AVS Tech-
nique Against BFO DPA Attacks

In the n-bit lightweight AES engine, as shown in Fig. 2(b),
when S-box; is under DPA attacks, plaintexts P, Ps, ..., P, /s
are maintained as constant. However, with the impact of
mask data m, the input data z; of S-boxs would become
Ty = Ts,Ts,Ts,... when xs is constant. When the input
data x; makes a transition from zs (T5) to T (xs), the
number of 0 — 1 transitions in S-boxs is 8515 (8051,5)-
The total monitored power dissipation Pjy; ;, Piot jt1, and
P/t j 4o of the n-bit lightweight AES engine with AVS tech-
nique induced by the j**, (j+1)%", and (j42)*" input data,
respectively, can therefore be written as

Pt*ot,j = 50%1,173‘1%‘/(12(1,[;l]CLJr

n/8
ch;d’[%]CL Z(mOd(]a z)ﬂgﬁl,s + mOd(J + 15 2)58:1,3)7

s=2

(12)
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Figure 4: BFO DPA attacks simulation (f. = 200MHz and f, = 2MHz. Vpp2 — Vpp1 = 1.0V). (a) Absolute
values of correlation coefficient of different keys for a 128-bit conventional AES engine with AVS technique
after inputting 6,000 plaintexts. (b) Absolute values of correlation coefficient of different keys for a 128-bit
lightweight AES engine with AVS technique after inputting 500 thousand plaintexts (the attacker utilizes
P/t 11/ Piot,; to perform BFO DPA attacks). (c) Absolute values of correlation coefficient of different keys for
a 128-bit lightweight AES engine with AVS technique after inputting 20 thousand plaintexts (the attacker
utilizes P/, ;. o/P/: ; to perform BFO DPA attacks). (d) Absolute values of correlation coefficient of different
keys for a 128-bit lightweight random AES engine with AVS technique after inputting 1 million plaintexts.

* 2
Ptot,j+1 = ,BOal,l,Hlchdd [j;rl
’ 3

(O + feVg 201, O
n/8

x Y (mod(j + 1,2) 85515 + mod(j +2,2)B551,4),  (13)

5=2

Plotjy2 = ﬂO—)l,l,j+2chd2d’[#]CL + chdeJ%]CL
n/8
x> (mod(j,2)Bs1,s + mod(j +1,2)8551,0).  (14)

s=2

As shown in (12)-(14), if the attacker selects Pjy ; and
P/, j+1 to perform BFO DPA attacks, the large variance
of dynamic power dissipation from the S-boxes, which are
not under attack, reduces the signal-to-noise ratio (SNR) of
the S-box that is under attack. However, when the attacker
selects Pjy; ; and Pp; ;4o to perform BFO DPA attacks, the
dynamic power dissipation from other S-boxes may become

constant which can be filtered by the attacker easily.

4.3 Proposed Lightweight Random AES En-
gine with AVS Technique Against BFO DPA
Attacks

In Fig. 2(b), if the 8-bit mask data m generates a random

pattern with the two values (00000000)2 and (11111111),,

when S-box; is under DPA attacks, the total monitored

power dissipation Pj; ; and Pj; ;41 of the proposed n-bit
lightweight random AES engine with AVS technique induced
by the j** and (j 4+ 1)*" input data, respectively, are

Pigt.s = Bots feVia oy Cn + FeOrVgy g s %

n/8 j J
Z(mOd( Z Ujr, 2)53—)1,3 + (1 - mOd( Z g1, 2))5;:1,3)5
§=2 Ji=1 J1=1

(15)
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Pt ji1 = o1, eV, (21O + feCLV g aga i1 X
’ h ’ h

n/8 J+1 J+1
Z(mOd( Z g, 2)58—)1,3 + (1 - mOd( Z g, 2))/8811,5)3
§=2 Jj1=1 Ji=1

(16)

where random parameter u;, € {0,1},(j1 =1,2,...,5+1).

To evaluate the security benefit of the proposed lightweight
random AES engine, it is compared against the other two
implementations. Accordingly, i) a conventional 128-bit 130
nm CMOS AES engine with AVS technique, ii) a lightweight
AES engine with AVS technique [3], and iii) the proposed
lightweight random AES engine with AVS technique are sim-
ulated in Cadence. Moreover, a BFO DPA attack is individ-
ually implemented on these implementations by exploring
the correlation between the input data and Piot,j+1/Piot,j,
Pt*c.t,jJrl/Pt*ot,ja Pti)t,jJrZ/Ptt)t,jv and Ptﬁ,ﬁl/Pt*oz,j: respec-
tively. As shown in Fig. 4(a), the correlation coefficient of
the correct key of the conventional AES engine with AVS
technique is almost the same as the correlation coefficient of
the correct key of an S-box with AVS technique (in Fig. 1(c)).
The primary reason is that the leakage power dissipation
Pieqr of an S-box is quite lower than the corresponding dy-
namic power dissipation Payn (Pieak/Payn =~ 0.1% in 130nm
CMOS technology [3,24]). Therefore, the total leakage power
dissipation of the other 15 S-boxes which are not under a
DPA attack (S-boxz, S-boxs, ..., S-boxis) is about 1.5%
(negligible) of the dynamic power dissipation of S-box; which
is under the DPA attack. As a result, the input power pro-
files of an S-box with AVS technique and the 128-bit conven-
tional AES engine with AVS technique under DPA attacks
are almost the same.

In Fig. 4(b), if the attacker utilizes P/, j1/P/ot ; to per-
form BFO DPA attacks, the large variance of dynamic power
dissipation from the other 15 S-boxes (S-boxz, S-boxs, ..., S-
boxis) which are not under a DPA attack reduces the corre-
lation coefficient of the correct key and enhances the MTD
value to 500 thousand. However, due to the lack of ran-
domness of the high dynamic power dissipation generated by
these 15 S-boxes which are not under a DPA attack, the cor-
rect key 66 can still be leaked to the attacker after inputting
20 thousand plaintexts if the attacker utilizes Py, j 1o/ Prot ;
to perform BFO DPA attacks, as shown in Fig. 4(c).

As shown in Fig. 4(d), when a BFO DPA attack is imple-
mented on a 128-bit lightweight random AES engine with
AVS technique, the random high power noise generated by
the other 15 S-boxes can reduce the correlation coefficient of
the correct key further as compared to the 128-bit lightweight
AES engine with AVS technique. As a result, even if 1 mil-
lion plaintexts are enabled, the correct key 66 can be pre-
vented from leaking to the attacker.

S. CONCLUSION

A lightweight random AES is proposed as a countermea-
sure to significantly improve the security of AVS technique
against BFO DPA attacks. The random power noise gen-
erated by randomly altering the invert operations in the
lightweight random AES engine significantly reduces the cor-
relation between the predicted and monitored power dissi-
pation profiles. The MTD value of the proposed lightweight
random AES engine with AVS technique is enhanced over
1 million against a BFO DPA attack whereas the conven-
tional AES engine with AVS technique can be cracked after

applying merely 6,000 plaintext inputs with a BFO DPA
attack.
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