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Abstract
The physical randomness of the flying capacitors in the multi-phase on-chip switched-capacitor (SC) voltage converter
is exploited as a novel strong physical unclonable function (PUF) primitive for IoT authentication. Moreover, for the
strong PUF we devised, an approximated constant input power is achieved against side-channel attacks and a non-linear
transformation block is utilized to scramble the high linear relationship between the input challenges and output responses
against machine-learning attacks. The results show that the novel strong PUF primitive we designed achieves a nearly 51.3%
inter-Hamming distance (HD) and 98.5% reliability while maintaining a high security level against both side-channel and
machine-learning attacks.

Keywords Multi-phase · Voltage converter · Strong physical unclonable function (PUF) primitive · Side-channel attacks ·
Machine-learning attacks

1 Introduction

With the advent of internet-of-things (IoT), a growing
number of significant applications require low-cost and
high-security IoT devices [2, 23]. Silicon strong physical
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unclonable functions (PUFs) are a type of hardware security
primitives that can be efficiently utilized as authentication
tools for securing the IoT devices [1, 2, 13]. The basic
mechanism of silicon strong PUF is exploiting the internal
physical randomness of identically designed IC modules
induced by the fabrication process to build a unique
math function to map the relationship between the input
challenges and the output responses. To date, a variety of
strong PUFs such as arbiter-PUF [1], lightweight-PUF [12],
and clock-PUF [19] have been proposed as authentication
tools for securing the IoT devices. Unfortunately, all of
the existing strong PUFs [1, 12, 19] are vulnerable to
non-invasive attacks.

Side-channel attacks (SCAs) are a sort of powerful non-
invasive attacks that can extract the critical information
of modern integrated circuits (ICs) through observing and
analyzing the corresponding physical leakages, such as
power consumption, electro-magnetic (EM) emanations,
temperature, and timing information [8, 9, 21]. Accordingly,
SCAs can be categorized as: power attacks, EM attacks,
thermal attacks, and timing attacks. Power attacks are a
type of SCAs that are widely used by attackers to leak
the critical information of modern ICs by exploring the
correlation between the processed data and the monitored
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power consumption [4, 5, 21]. When power attacks are
implemented on conventional strong PUFs, like a 64-bit
arbiter-PUF and a 64-bit lightweight-PUF, the prediction
accuracy of the output response can be over 0.98 if only
26 × 103 items of data are analyzed [11].

Another security challenge of the present strong PUF
primitives is the vulnerability against machine-learning
attacks [1, 14, 20]. When machine-learning attacks are
implemented on a strong PUF primitive, the attacker will
input a number of challenges I to the PUF device and
gather the corresponding responses R to estimate the math
function F that can be used for mapping the relationship
between I and R (R = F(I)) with advanced machine-
learning algorithms. Once the math function F is uncovered
by the attacker, the response of the strong PUF primitive
can be accurately predicted by the attacker under any
input challenge. As demonstrated in [10], if a machine-
learning attack is performed on a 128-bit arbiter-PUF
by executing the linear regression (LR) algorithm, the
prediction accuracy of the output response is able to achieve
0.999 after training 39.2 × 103 number of challenge-to-
response pairs (CRPs).

In order to protect modern ICs against power attacks,
fully on-chip workload-aware multi-phase voltage regula-
tors (WAMPVRs) such as converter-gating (CoGa) regu-
lator [15] and converter-reshuffling (CoRe) regulator [21]
were proposed to mitigate the power information leak-
age and improve the power conversion efficiency with
negligible overhead. If a WAMPVR is utilized as a coun-
termeasure for securing the PUF-embedded IoT devices
against power attacks, the conventional design is shown
in Fig. 1a. The WAMPVR-based power attack counter-
measure thwarts the power information leakage of the
conventional strong PUF primitive if an attacker performs
a non-invasive power attack. Unfortunately, as shown in
Fig. 1a, if the attacker combines a semi-invasive attack with
a power attack, the power information leakage of the con-
ventional strong PUF primitive still can be exposed to the
attacker directly. The reason is that the attacker may imple-
ment a semi-invasive attack to bypass the power attack
countermeasure at first, then leak the critical information
of the unprotected strong PUF primitive by utilizing a
power attack. Therefore, in order to secure the strong PUF
primitive against the aforementioned combined attacks, the

Fig. 1 Floorplans of the
PUF-embedded IoT devices
employ a power attack
countermeasure. a Conventional
design. b Our novel design
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floorplan in our novel design is modified, as shown in
Fig. 1b. The WAMPVR-based power attack countermeasure
is exploited as a strong PUF architecture for authentication.
In such a case, the power attack countermeasure thwarts the
attacker from capturing the power information leakage of
the strong PUF directly. Kindly note that when the authen-
tication is in process, the IoT devices will be deactivated.
The primary reason is that the WAMPVR is working as a
strong PUF which is unable to deliver power to the IoT
devices. However, once the authentication procedure ends,
the IoT devices will be activated and the WAMPVR-based
power attack countermeasure in Fig. 1b behaves normally
to protect the active IoT devices against power attacks.
Since the authentication is a one-time process, the over-
head induced by turning off and on the IoT devices is
negligible.

The primary reason why the existing PUFs [1, 12,
19] are vulnerable to machine-learning attacks is that
the electrical signal that contains the high-linearity PUF
physical randomness is used for generating the output
responses, as shown in Fig. 2a. However, for our proposed
WAMPVR-based strong PUF in Fig. 2b, the electrical signal
that includes the high-linearity PUF physical randomness
is scrambled by a non-linear transformation block for
achieving the non-linear output responses against machine-
learning attacks.

The rest of the paper is organized as follows. Background
of the on-chip WAMPVRs is given in Section 2. The
architecture design of WAMPVR-based strong PUF is fully
introduced in Section 3. The performance and security of
the proposed WAMPVR-based strong PUF are evaluated in

Section 4 while the circuit level verification is provided in
Section 5. Conclusions are offered in Section 6.

2 Background

The workload-aware multi-phase voltage regulators
(WAMPVRs) like converter-gating (CoGa) voltage reg-
ulator [15] and converter-reshuffling (CoRe) voltage
regulator [21] are designed based on multi-phase switched-
capacitor (SC) voltage converters. Integrating WAMPVRs
fully on-chip is an efficient solution for reducing the power
conversion loss and strengthening the robustness of mod-
ern ICs against power attacks [15, 21]. As demonstrated
in [15, 21], increasing the total number of phases for the
WAMPVRs can result in significant improvements of the
power conversion efficiency and the security against power
attacks. Accordingly, the designs of on-chip voltage reg-
ulators with more than 120 phases have been frequently
reported in the recent literatures [6, 7].

For a 2:1 (Input voltage/output voltage=2:1) 32-phase
on-chip SC voltage converter, the simulated output voltage
ripples are shown in Fig. 3. Case #1 (as shown in Fig. 3a)
and Case #2 (as shown in Fig. 3b) indicate that different
number of activated phases can generate different output
voltage ripple signatures. Furthermore, when we compare
Case #2 with Case #3 in Fig. 3b and c, under the same
number of active phases, the output voltage ripples are also
different if the sequences of activation pattern are different.

In a multi-phase SC voltage converter, the output voltage
ripple is extremely sensitive to the flying capacitance in
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Fig. 3 Output voltage ripples of
a 2:1 32-phase SC converter. a
Case #1: Sequence of activation
pattern (8 active phases): (7, 12,
13, 18, 20, 25, 27, 31). b Case
#2: Sequence of activation
pattern (16 active phases): (1, 2,
3, 4, 6, 8, 9, 14, 15, 16, 22, 23,
26, 28, 29, 30). c Case #3:
Sequence of activation pattern
(16 active phases): (2, 5, 6, 9,
10, 11, 14, 16, 19, 23, 24, 26,
28, 29, 30, 32)

(c)

(a)

(b)

each sub-phase [15]. Since the flying capacitor in each
sub-phase is identically designed, the physical randomness
of the flying capacitor induced by the fabrication process
enables the multi-phase SC converter to be eligible for
building PUF architectures.

3 Architecture Design

The architecture of a workload-aware multi-phase voltage
regulator (WAMPVR)-based strong PUF primitive is
devised in Fig. 4. Two identically designed 32-phase
switched-capacitor (SC) voltage converters: Block1 and

Block2 are utilized to build the strong PUF architecture.
The output port of the j th, (j = 1, 2, ..., 32) phase of
the SC converter in Blocki , (i = 1, 2) connects with the
switch Wi,j . Moreover, a 32-bit phase number generator
(PNG) is utilized to control the activation behaviors of the
switches Wi,1, Wi,2, ..., Wi,32 to determine the sequences
of active phases that are used for building the strong PUF.
For example, if only the switches Wi,2, Wi,5, Wi,12, and
Wi,18 are turned on by the PNG, the output voltage ripples
of phase #2, phase #5, phase #12, and phase #18 of the
SC converters are selected for generating the PUF response.
Since a 32-bit PNG can generate

(32
0

) + (32
1

) + (32
2

) + ... +
(32
32

) = 232 different activation patterns, therefore, the total
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Fig. 4 Architecture of the
WAMPVR-based strong PUF
primitive (the total number X of
phases in the original WAMPVR
is 64, the resistors R1,1, R2,1,
R1,2, ..., and R2,32 are designed
with the same resistance R, and
the capacitors
C1,1, C1,2, C2,1, ..., C4,2 are also
designed with the same
capacitance C)

Vdd

Hysteresis
comparator

10010

Operational
amplifier

R1,1

S1,1

D1,1

D1,2

S1,3

S1,2 S1,4

S1,4

C1,1

C1,2

S3,1

S2,1

D2,1

D2,2

S2,3

S2,2 S2,4

S2,4

C2,1

C2,2

D3,1

D3,2

S3,3

S3,2 S3,4

S3,4

C3,1

C3,2

D4,1

D4,2

S4,3

S4,2 S4,4

S4,4

C4,1

C4,2

S4,1

+
-

Vout,1

Vout,2

Va Va,1

SC converter-phase #2

SC converter-phase #1

SC converter-phase #32

R1,2

R1,32

W1,1

W1,2

W1,32

R2,1

SC converter-phase #2

SC converter-phase #1

SC converter-phase #32

R2,2

R2,32

W2,1

W2,2

W2,32

32-bit PNG

SC circuit #1

SC circuit #2

SC circuit #3

SC circuit #4

BBlock1

Block2

number of raw challenge-to-response pairs (CRPs) of the
WAMPVR-based strong PUF primitive are 232.

As shown in Fig. 4, the mismatches of voltage ripple
between Vout,1 and Vout,2 are magnified through employing
an operational amplifier. Four pipelined SC circuits (SC
circuit #1, ..., and SC circuit #4, as shown in Fig. 4)
are utilized to convert the high-frequency voltage ripple
mismatch Va into the critical voltage Va,1 for generating
the secret authentication data B. Furthermore, each SC
circuit has four independent working phases: charging
phase, charge-sharing phase, output phase, and discharging
phase. For example, as shown in Fig. 4, if SC circuit
#1 is in charging phase, the switch S1,1 will be turned
on. Then the positive component of Va will charge the
capacitor C1,2 while the negative component of Va will
charge the capacitor C1,1. Once the charging phase ends,
the switch S1,1 will be turned off while the switch S1,2
will be activated to balance the charge of the capacitors
C1,1 and C1,2. After the charge-sharing phase, the SC
circuit #1 will output the sampled critical voltage Va,1 to
generate the binary authentication data B by activating the
switch S1,3. If the voltage Va,1 ≥ 0 V, the authentication
data B output logic value “1”. Otherwise, B = 0. In the
final stage (discharging phase), the residual charge in the
capacitors C1,1 and C1,2 will be cleared to initialize the next
data sampling through turning on the S1,4 switches. The
main intention of employing discharging phase is to break
the correlation between the current data and the history
data against machine-learning attacks. Please note that in

each SC circuit, the behaviors of the switches Sh,1, (h =
1, 2, 3, 4), Sh,2, Sh,3, and Sh,4 are mutually exclusive.
Additionally, as shown in Fig. 4, there are two different
kinds of diodes: back-biased diode Dh,1 and forward-biased
diode Dh,2 exist in each SC circuit. The main role of these
diodes is working as a non-linear transformation block to
generate the non-linear output response B against machine-
learning attacks, which will be fully discussed in Section 4.

4 Evaluation

4.1 Performance Evaluation

Two most significant metrics that are selected to evaluate
the PUF characterization are the inter-Hamming distance
(HD) and the intra-HD (reliability) [3, 16, 18]. Inter-
HD measures the distinctness between two different PUF
devices while intra-HD (reliability) represents the stability
of a single PUF device under different temperatures and
supply voltages.

In Fig. 4, assume the resistors R1,1, R2,1, R1,2, ..., and
R2,32 are designed with a high resistance R to reduce the
overall power consumption of the WAMPVR-based strong
PUF primitive. As a result, under the same process variation,
the mismatch rate of these resistors R1,1, ..., and R2,32 will
be negligible as compared to the mismatch rate of the flying
capacitors in the SC converters. Hence, in Fig. 4, the output
voltage Vout,i,j of the j th, (j = 1, 2, ..., 32) phase of the SC
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converter in Blocki , (i = 1, 2) can be denoted by a function
F , as shown below

Vout,i,j = F

(
Cs

i,j , Vdd, Tc, t + (j − 1)
Ts

32

)
(1)

where Cs
i,j is the flying capacitance of the j th phase of

the SC converter in Blocki . Vdd , Tc, Ts , and t , respectively,
are the supply voltage, the environmental temperature, the
switching period of the SC converters, and the timing of the
1st phase of the SC converters. Let us assume the supply
voltage Vdd and the environmental temperature Tc are time-
invariant. As a result, the critical parameters: Cs

i,j , Vdd , Tc,
and t are mutually independent. Then the output voltage
Vout,i,j can be approximated as1

Vout,i,j = F(Cs
i,j , Vdd , Tc, t +

(
j − 1)

Ts

32

)

= F1(C
s
i,j ) × F2(Vdd) × F3(Tc) × F4

(
t + (j − 1)

Ts

32

)

≈
⎛

⎝
m1∑

i1=0

ai1 (Ci,j )
i1

⎞

⎠×
⎛

⎝
m2∑

i2=0

bi2 (Vdd)i2

⎞

⎠×
⎛

⎝
m3∑

i3=0

ci3 (Tc)
i3

⎞

⎠

×
⎛

⎝d0

2
+

m4∑

i4=1

di4cos

(
2πi4

Ts

(
t + (j − 1)

Ts

32

))

+
m4∑

i4=1

ei4sin

(
2πi4

Ts

(
t + (j − 1)

Ts

32

))⎞

⎠ (2)

where F1(C
s
i,j ), F2(Vdd), F3(Tc), and F4

(
t + (j − 1) Ts

32

)
,

respectively, are the voltage components of Vout,i,j that
are determined by Cs

i,j , Vdd , Tc, and t + (j − 1) Ts

32 .∑m1
i1=0 ai1(Ci,j )

i1 ,
∑m2

i2=0 bi2(Vdd)i2 , and
∑m3

i3=0 ci3(Tc)
i3

are the approximated polynomial expansions of F1(C
s
i,j ),

F2(Vdd), and F3(Tc), respectively. ai1 , (i1 = 0, 1, ..., m1),
bi2 , (i2 = 0, 1, ..., m2), and ci3 , (i3 = 0, 1, ..., m3),
respectively, are the coefficients of (Ci,j )

i1 , (Vdd)i2 , and
(Tc)

i3 . m1, m2, and m3 are the degrees of the approx-
imated polynomials of F1(C

s
i,j ), F2(Vdd), and F3(Tc),

respectively. d0, d1, ..., dm4, e1, e2, ..., em4 (m4) are the
coefficients (degree) of the approximated Fourier series of
F4(t + (j − 1) Ts

32 ). If the supply voltage Vdd , the environ-
mental temperature Tc , and the timing t are fixed, through
matching the relationship curve between the capacitance
Cs

i,j and the output voltage Vout,i,j , the coefficients a0,
a1, ... and the degree m1 for F1(C

s
i,j ) can be unriddled.

The coefficients and the degrees of F2(Vdd), F3(Tc), and

F4

(
t + (j − 1) Ts

32

)
can also be estimated in a similar way.

Once the complete expression of the output voltage
Vout,i,j is obtained, the following step is to model the
mismatches of output voltage ripple between Block1 and

1As demonstrated in Fig. 3, the output voltage of an SC converter is a
periodical signal. Therefore, the voltage component of Vout,i,j related
with the timing t can be unfolded with Fourier series.

Block2 in Fig. 4. Assume the 32-bit PNG in Fig. 4 generates
the 32-bit binary data W = (w1, w2, ..., w32)2 to select a
certain number of active phases of the SC converters for
building a strong PUF for authentication by controlling the
activation patterns of the corresponding switches.2 As a
result, by using the Kirchhoff’s law, the voltages Vout,1 and
Vout,2 in Fig. 4 can, respectively, be derived as

Vout,1 =
∑32

j=1 wjVout,1,j

R
× R

∑32
j=1 wj

=
∑32

j=1 wjVout,1,j
∑32

j=1 wj

, (3)

Vout,2 =
∑32

j=1 wjVout,2,j

R
× R

∑32
j=1 wj

=
∑32

j=1 wjVout,2,j
∑32

j=1 wj

. (4)

Then the voltage ripple mismatch Va in Fig. 4 is

Va =Av(Vout,2 −Vout,1)=Av

∑32
j=1 wj(Vout,2,j −Vout,1,j )

∑32
j=1 wj

(5)

whereAv is the differential gain of the operational amplifier.
For the WAMPVR-based strong PUF primitive in Fig. 4,

assume the switching period of the SC circuits is designed
equal to four times of the switching period of the SC
converters and the pulse width of all the switches S1,1, S1,2,
..., S4,4 in SC circuits is 25%. If SC circuit #1 is in charging
phase, the switch S1,1 is in on-state. The voltages V ∗

a and
V ∗∗

a of the capacitors C1,1 and C1,2 in Fig. 4, respectively,
are

V ∗
a =

{
Va − Vb , Va ≥ Vb

0 , Va < Vb,
(6)

V ∗∗
a =

{
Va + Vb , Va ≤ −Vb

0 , Va > −Vb
(7)

where Vb is the forward-biased threshold voltage of the
diodes D1,1 and D1,2 in Fig. 4. When SC circuit #1 enters
into output phase, since the capacitors C1,1 and C1,2 are
designed with the same capacitance C, the critical voltage
Vc,1 in Fig. 4 can be denoted as

Va,1 =
∫ t+Ts

t
C1,1

dV ∗
a

dt
dt + ∫ t+Ts

t
C1,2

dV ∗∗
a

dt
dt

C1,2 + C1,2

=
∫ t+Ts

t

(
dV ∗

a

dt
+ dV ∗∗

a

dt

)
dt

2
. (8)

2w1, w2, ..., w32 control the activation behaviors of the switches Wi,1 ,
Wi,2, ... Wi,32, respectively. If wj = 1, the switches W1,j and W2,j are
turned on, and vice versa.
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Therefore, if the critical voltage Va,1 ≥ 0 V, the output
binary data B = 1. Otherwise, B = 0.

Assume N number of WAMPVRs are utilized for
building a strong PUF primitive to generate the N-bit
binary authentication data B. As a result, if K strong PUF
primitives are selected for evaluating the uniqueness, the
inter-HD E is written as [16]

E = 2

K(K − 1)

K−1∑

k1=1

K∑

k2=k1+1

Bk1 ⊕ Bk2

N
× 100% (9)

where Bk1 , (k1 = 1, 2, ..., K − 1) and Bk2, (k2 = k1 +
1, ..., K), respectively, are the N-bit binary authentication
data generated by the kth

1 and kth
2 strong PUF primitives.

Similarly, for a single PUF primitive, if M number
of different environmental settings are considered, the
reliability of the strong PUF primitive G can be expressed
as [16]

G =
(

1 − 1

M

M∑

l=1

B
∗
0 ⊕ B

∗
l

N

)

× 100% (10)

where B
∗
0 and B

∗
l are the N-bit binary authentication data

generated by the single PUF primitive under the ideal and
lth, (l = 1, 2, ..., M) environmental setting, respectively.

All of the aforementioned parameters in the mathemat-
ical model of the designed WAMPVR-based strong PUF
primitive are extracted from the 130 nm CMOS technol-
ogy kits in Cadence. As shown in Fig. 5a, by applying
the Monte Carlo simulation into the aforementioned math-
ematical model, the inter-HD E of the WAMPVR-based
strong PUF primitive is about 51.3% (Lg =130 nm). Fur-
thermore, if the scaling of CMOS technology is considered,
through utilizing the mismatch rates of capacitors under dif-
ferent CMOS technologies from [23], the inter-HD E of the
technology-scaled WAMPVR-based strong PUF primitive
can also be predicted. As shown in Fig. 5a, when the CMOS
technology is scaled from 130 nm to 14 nm, the inter-
HD E is improved from 51.3% to 50.1%. That indicates a
larger capacitance mismatch rate induced by a shorter gate

length enables the WAMPVR-based strong PUF primitive
to achieve a better uniqueness. Additionally, the reliability
G of the designed WAMPVR-based strong PUF primitive is
assessed in Fig. 5b. The ideal environmental setting for the
strong PUF primitive is: the ambient temperature Tc =27
◦C and the supply voltage Vdd =2.4 V. As shown in Fig. 5b,
the worst reliability of the designedWAMPVR-based strong
PUF primitive is 98.5% when Vdd =2.9 V.

4.2 Security Against Side-Channel Attacks

4.2.1 Side-Channel Leakage Analysis

If an X-phase (assume X is even) WAMPVR is utilized for
devising a strong PUF architecture, the number of phases in
Block1 and Block2 in Fig. 4 is X/2. Since all the phases in
Block1 and Block2 are active all the time, the input power
of the WAMPVR-based strong PUF primitive is a constant
within a switching period Ts regardless the variations of
process, voltage, and temperature (PVT). However, if the
mismatches of the flying capacitors in the SC converters
induced by the random fabrication process are considered,
the total input power Pin of the WAMPVR-based strong
PUF primitive within a switching period Ts can be expressed
as

Pin =
2∑

i=1

X/2∑

j=1

Cs
i,j fsV

2
dd (11)

where fs is the switching frequency of the SC converters.
Since the attacker may leak the mismatches of the flying

capacitors in the SC converters through analyzing the input
power Pin, the absolute value r of correlation coefficient
between the input power Pin and the capacitance mismatch
�C = Cs

2,j − Cs
1,j is studied against side-channel attacks.

As shown in Fig. 6, the correlation coefficient between Pin

and �C is about 0.0037 when the phase number X =
64, which indicates a good robustness against side-channel
attacks. Moreover, if the phase number X increases, the

Fig. 5 Performance evaluation
for the designed strong PUF
primitive. a Inter-HD E versus
gate length Lg (K = 100 and
N = 32). b Reliability G versus
supply voltage Vdd and
environmental temperature Tc

(M = 50 and N = 32)

(a) (b)

14 nm

130 nm
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Fig. 6 Absolute value r of correlation coefficient between Pin and�C

versus phase number X against side-channel attacks

correlation coefficient between Pin and �C will be further
reduced against side-channel attacks.

4.2.2 Implementation of Side-Channel Attacks

The main intention of implementing side-channel attacks
on the WAMPVR-based strong PUF primitive is unriddling
the output response B by analyzing the critical side-channel
leakage. If the input power Pin of the proposed strong PUF
device is tailored as the critical side-channel leakage, the
relationship between the input power Pin and the output
response B needs to be studied when side-channel attacks
are executed. Since the random fabrication process and
circuit noise conform to normal distributions [16, 22], if the
variations of PVT are considered, the input power Pin can
be further derived as

Pin =
2∑

i=1

X/2∑

j=1

Cs
i,j fsV

2
dd

= 1√
2πXσc

exp

⎛

⎝− (
∑2

i=1
∑X/2

j=1 Cs
i,j − Xμc)

2

2Xσ 2
c

⎞

⎠

× 1√
2πσf

exp

(

− (fs − μf )2

2σ 2
f

)

×
(

1√
2πσv

exp

(
− (Vdd − μv)

2

2σ 2
v

))2

(12)

whereμc (σc),μf (σf ), andμv (σv) are the means (standard
deviations) of the flying capacitance, switching frequency,
and supply voltage of the proposed strong PUF device,
respectively.

So as to model the relationship between the input power
Pin and the output response B, let us define a function
F ∗(Pin) and approximate the function F ∗(Pin) with a
polynomial expansion F ∗∗(Pin) as shown below

F ∗(Pin) ≈
K∗∑

k=0

f ∗
k × (Pin)

k = F ∗∗(Pin) (13)

where K∗ is the degree of the approximated polynomial
and f ∗

k is the coefficient of (Pin)
k . Assume that Z is the

number of input power and output response pairs: (Pin,1,
B1), (Pin,2, B2), ..., and (Pin,Z , BZ) of the proposed strong
PUF primitive are selected for analysis, then the matching
error �L between the input power Pin and the output
response B with the polynomial expansion F ∗∗(Pin) can be
expressed as

�L =
Z∑

z=1

⎛

⎝
K∗∑

k=0

f ∗
k × (Pin,z)

k − Bz

⎞

⎠

2

(14)

By minimizing the matching error �L with

∂�L

∂f ∗
k

=
⎛

⎝2
Z∑

z=1

⎛

⎝
K∗∑

k=0

f ∗
k ×(Pin,z)

k−Bz

⎞

⎠

⎞

⎠×
K∗∑

k=0

(Pin,z)
k =0,

(15)

the optimal K∗, f ∗
0 , f

∗
1 , ..., f

∗
K∗ can be determined.

The Z number of input power and output response
pairs: (Pin,1, B1), (Pin,2, B2), ..., and (Pin,z, Bz) of the
WAMPVR-based strong PUF primitive with the 130 nm
CMOS technology under the standard deviations σf and σv

is simulated in Cadence. As shown in Fig. 7, if power attacks
are implemented on the WAMPVR-based strong PUF
primitive by exploring the input power Pin as the critical
side-channel leakage, the maximum prediction accuracy of
the power attacks is about 0.52 even if 1 million input power
and output response pairs are analyzed. That indicates the
proposed strong PUF primitive is adequately secure against
the advanced power attacks.

4.3 Security Against Machine-learning (ML) Attacks

4.3.1 Non-Linearity Analysis

The degree of the non-linearity between the input challenges
and the output responses is a critical parameter that affects
the robustness of a strong PUF against machine-learning
(ML) attacks [1]. For the WAMPVR-based strong PUF
primitive in Fig. 4, the relationship between the average
capacitance mismatch Q and the critical voltage Va,1 is
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Fig. 7 Prediction accuracy r1 of
power attacks versus standard
deviations σf and σv after
analyzing 1 million input power
and output response pairs (The
colors and contours represent
the variation values of the
prediction accuracy r1. Since the
variation values of the
prediction accuracy r1 are
around 0.5 and random, that
reflects power attacks are unable
to leak critical information on
the proposed PUF)

Standard deviation
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studied. The definition of the average capacitance mismatch
Q in Fig. 4 is

Q =
32∑

j=1

wj(C
s
2,j − Cs

1,j ). (16)

The non-linear relationship between Q and Va,1 can be
observed in Fig. 8a when the non-linear transformation
block that is consist of diodes D1,1, D1,2, D2,1, ..., D4,2

(as shown in Fig. 4) is enabled. By contrast, a strong linear
relationship exists between Q and Va,1 if the non-linear
transformation block is removed.

If Y number of different Q values: Q1, Q2, ..., QY

are studied, assume the corresponding value of the critical
voltage Va,1 is: Va,1,1, Va,2,1, ..., Va,2,Y ( V

′
a,1,1, V

′
a,2,1, ...,

V
′
a,2,Y ) for the strong PUF with (without) the non-linear

transformation block. As a result, the degree g of the
non-linearity of the designed WAMPVR-based strong PUF
primitive can be estimated as [17]

g =
1
2Y

∑Y
j1=1(Va,1,j1 − V ′

a,1,j1
)2

(∑Y
j1=1 V ′

a,1,j1
Y

)2
× 100%. (17)

(a) (b)

Fig. 8 a Critical voltage Va,1 versus average capacitance mismatch Q against ML attacks. b Number of diodes P between the switch Sh,1 and the
capacitor Ch,x in Fig. 4 versus degree g of the non-linearity of the WAMPVR-based strong PUF primitive
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To enhance the degree of the non-linearity of the
proposed strong PUF device, we can increase the number of
diodes in the non-linear transformation block. For instance,
in Fig. 4, only one diode Dh,x , (h = 1, 2, 3, 4 and x = 1, 2)
exists between the switch Sh,1 and the capacitor Ch,x . If
larger number of diodes can be inserted, the degree g of the
non-linearity of the WAMPVR-based strong PUF primitive
will be improved (g = 91.79% when P = 5), as shown in
Fig. 8b.

4.3.2 Linear Regression (LR) Attacks

Linear regression (LR) algorithm [17, 24] is a kind of
popular machine-learning (ML) algorithms that can be
explored to uncover the confidential information of a
strong PUF device. For the WAMPVR-based strong PUF
primitive as shown in Fig. 4, there is a 32-bit phase number
generator (PNG) W = (w1, w2, ..., w32)2 that is working
as the input challenge. Accordingly, the main intention
of performing ML attacks on the proposed strong PUF
primitive is estimating the relationship between the input
challengeW and output responseB. When the LR algorithm
is considered for training the challenge-to-response pairs
(CRPs), the predicted output response B∗ of the proposed
strong PUF device under the input challenge W can be
written as

B∗ =
32∑

j=1

wjθj + θ0 (18)

where θ0, θ1, ..., θ32 are the linear coefficients of the LR
algorithm.

If n number of CRPs: (W1, B1), (W2, B2), ..., and
(Wn, Bn) are selected as the training data sets, by

considering the least-squares fit rule, the cost function S(θ)

of the LR algorithm can be obtained as

S(θ) = 1

2n

n∑

j1=1

⎛

⎝
32∑

j=1

wj,j1θj + θ0 − Bj1

⎞

⎠

2

(19)

wherewj,j1 is the j th bit of the j th
1 input challengeWj1 . After

repeating the gradient descent algorithm as shown below

θj := θj − β
∂S(θ)

∂θj

= θj −β
1

n

⎛

⎜
⎝

n∑

j1=1

⎛

⎝
32∑

j=1

wj,j1θj +θ0−Bj1

⎞

⎠

2
⎞

⎟
⎠

32∑

j=1

wj,j1

(20)

where β is the learning coefficient of the LR algorithm, the
critical parameters: θ0, θ1, ..., θ32 can be estimated.

Figure 9 shows the variations of the cost function value
S(θ) and prediction accuracy r2 of the WAMPVR-based
strong PUF primitive with n number of CRPs. Even if
100,000 number of CRPs are used for training with the
LR algorithm, the variation of the cost function S(θ) is
negligible. Furthermore, the maximum value of prediction
accuracy r2 of the LR algorithm is below 0.53 after
enabling 100,000 number of training CRPs, as shown in
Fig. 9. Consequently, the proposed strong PUF primitive is
sufficiently robust against ML attacks.

5 Circuit Level Simulation

AWAMPVR-based strong PUF architecture is designed and
simulated. The waveforms of the voltages Vout,1 and Vout,2

in Fig. 4 that contain the voltage ripple information are

Fig. 9 Cost function value S(θ)

and prediction accuracy r2
versus number of training CRPs
n for the WAMPVR-based
strong PUF primitive under LR
attacks (number of diodes
P = 3)
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Fig. 10 Simulated waveforms of the WAMPVR-based stong PUF
primitive (X = 32). aVoltages Vout,1 and Vout,2 versus time. bVoltage
Va,1 and binary authentication data B versus time

shown in Fig. 10a. By using Monte Carlo simulation, the
mismatches of voltage ripple of Block1 and Block2 in Fig. 4
induced by the random mismatches of the flying capacitors
in the SC converters can be observed in Fig. 10a obviously.
Additionally, as shown in Fig. 10b, if the voltage Va (as
shown in Fig. 4) exhibits a high negative amplitude, the
authentication data B (as shown in Fig. 4) output logic value
“0”. Moreover, the non-linear effect induced by the diodes
can also be observed in Fig. 10b if the voltage Va exhibits a
small negative amplitude.

6 Conclusion

A novel strong PUF architecture is designed based on
the on-chip workload-aware multi-phase voltage regulators
(WAMPVRs). Through exploiting the physical randomness
of the flying capacitors in the multi-phase switched-
capacitor (SC) voltage converter, the strong PUF primitive
we designed achieves a nearly 51.3% inter-HD and 98.5%
reliability. Furthermore, in theWAMPVR-based strong PUF
architecture we proposed, an approximated constant input
power is achieved against side-channel attacks while a
non-linear transformation block is utilized to add non-
linearity against machine-learning attacks. As demonstrated
in the results, for the designed strong PUF primitive, after

enabling 1 × 106 (1 × 105) items of data to execute
power (machine-learning) attacks, the prediction accuracy
is about 0.52 (0.53). By contrast, the prediction accuracy is
about 0.98 (0.999) when power (machine-learning) attacks
are performed on the conventional PUF design under the
assistance of 26 × 103 (39.2 × 103) items of data.
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