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False Key-Controlled Aggressive Voltage Scaling:
A Countermeasure Against LPA Attacks

Weize Yu and Selguk Kose, Member, IEEE

Abstract—A false Kkey-controlled aggressive voltage scaling (AVS)
technique is proposed as a countermeasure against leakage power analy-
sis (LPA) attacks. A random number of false keys are utilized to control
the supply voltage scaling to mask the possible leakage of the information
related to the correct key to a malicious attacker. Contrary to the ran-
dom AVS technique, false key-controlled AVS technique can guarantee
that the added false keys always exhibit higher correlation coefficients
than that of the correct key even if sufficient number of plaintexts (>10
million) are enabled. As demonstrated with the simulation results, the
measurement-to-disclose (MTD) value of a cryptographic circuit can be
enhanced over ten million against LPA attacks by utilizing the proposed
technique, while the MTD values of a conventional cryptographic circuit
without countermeasure and one with random AVS are, respectively, less
than 500 and 100,000.
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I. INTRODUCTION

The critical information in modern integrated circuits can be leaked
to a malicious attacker through power analysis attacks [1]-[3], [12].
Leakage power analysis (LPA) attacks are successfully implemented
on cryptographic circuits in circuit level simulations [4]. However,
when executed against an actual circuit (i.e., field-programmable gate
array), LPA attacks seem to be ineffective [5]. The main reason is
that the amplitude of the leakage power dissipation of a cryptographic
circuit is typically quite lower than the dynamic power dissipation.
The measurement noise therefore becomes more critical in LPA
attacks, possibly making LPA attacks inefficient [5]. The measure-
ment noise can, however, be filtered by utilizing techniques such as
average sampling analysis. LPA attacks can therefore become effec-
tive if the attacker has the ability to significantly lower the operating
frequency of the cryptographic circuit to perform average sampling
analysis [6].

In a practical LPA attack, the correct key is typically determined
based on the correlation coefficient between the predicted leakage
power dissipation and actual leakage power dissipation after apply-
ing a sufficient number of plaintexts to the cryptographic circuit (i.e.,
the highest correlation coefficient corresponds to the correct key).
Therefore, if a countermeasure can guarantee that the correlation
coefficients of the false keys are always higher than the correlation
coefficient of the correct key even after sufficient number of plaintexts
are applied, the potential threats from LPA attacks can be eliminated.
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Zhu et al. [11] proposed symmetric dual-rail logic (SDRL) as a
countermeasure against LPA attacks. A cryptographic circuit built
with SDRL can achieve an approximately constant leakage power
dissipation under different input data. However, this countermea-
sure would double both the power consumption and the area of
the cryptographic circuit since the SDRL requires more area than
the conventional CMOS gates and consumes more power to flat-
ten the input power profile. Random dynamic voltage and frequency
scaling (RDVFS) with switched-capacitor voltage converters was pro-
posed in [7] as a countermeasure against LPA attacks since the
leakage power dissipation of a cryptographic circuit strongly cor-
relates with the supply voltage. However, the power noise generated
by randomly altering the supply voltage level can be filtered by an
attacker by increasing the number of measurements.

An adaptive false key-controlled aggressive voltage scaling (AVS)
is proposed as a countermeasure against LPA attacks. When LPA
attacks are sensed by a cryptographic circuit, the input plaintexts
are added to a false key to generate a signal that controls the
supply voltage scaling. Since supply voltage strongly correlates
with the actual leakage power dissipation of a cryptographic cir-
cuit [7], there is a strong correlation between the added false key
and actual leakage power dissipation. If the correlation coefficient
of the added false key is higher than the correlation coefficient of
the correct key, the attacker may regard the added false key as the
correct key.

Since the single added false key strongly correlates with the scal-
ing behavior of the supply voltage, if the attacker realizes that
the key with the highest correlation coefficient is the added false
key and utilizes the added false key to unriddle the scaling behav-
ior of the supply voltage, the correct key can still be leaked to
attacker. To further scramble the leakage power trace, a random
number of false keys are added to the plaintexts in every clock
period to prevent the attacker from unriddling the supply voltage
scaling pattern.

The rest of this paper is organized as follows. The basic architec-
ture of the proposed false key-controlled AVS technique is introduced
in Section II. LPA attacks are modeled and the security evalua-
tion of the proposed technique is analyzed in Sections III and IV,
respectively. LPA attack simulations are demonstrated in Section V.
Overhead discussions and comparison with previous works are pro-
vided, respectively, in Section VI and Section VII. Conclusions are
offered in Section VIII.

II. PROPOSED FALSE KEY-BASED COUNTERMEASURE

A. Architecture of Single False Key-Controlled Aggressive
Voltage Scaling

The basic architecture of the SFKC AVS technique is shown in
Fig. 1. The n-bit input plaintext A = (ay, as, ..., ay)7 is added to the
correct key K¢ = (k¢ 1, ke2, - -, ke,n)2 to generate the input data of
the cryptographic circuit X/ = (xi xb, o xhy, . If the cryptographic
circuit is under an LPA attack, the attacker lowers the clock frequency
fc to mitigate the measurement noise [6]. When the clock frequency
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Fig. 2. Circuit schematic of n-bit HW data converter.

fe is lowered below the critical clock frequency F(),l the switch S is
turned-on and the complementary switch S is turned-off. As a result,
the input plaintext A = (ay, ap, ..., ay)o is also added to the false
key Ky = (kf,1, kr2, ..., kr )2 to generate the false key related data
D= (d,dy,...,dp)y,(D=AD Kf). As illustrated in Fig. 1, the
digital false key related data D is converted into an analog voltage
signal Av by an n-bit hamming-weight (HW) data converter.

Circuit schematic of the n-bit HW data converter is shown in Fig. 2.
The relationship between input data D and output voltage Av of the
HW data converter can be written as

'szi ><( mf) Zd Vo
i=1

Av

1

I
[
8
@&
=z
S

where Vi, is the voltage when the logic bit is equal to 1. Ry and
R are, respectively, the feedback resistance and weight resistance as
shown in Fig. 2. v can be considered as the output voltage resolution
of the n-bit HW data converter.

The generated analog voltage Av which strongly correlates with
the false key Ky is used to control the scaling of the supply voltage
Vad. The modulated supply voltage Vgyq can be denoted as

n
Vad = Vad,0 + Av = Vaqa,0 + Zai @ kri |vo (2
i=1

where Vyq, o is the DC operating voltage of the cryptographic circuit
without any voltage scaling.

When a cryptographic circuit is working in the normal mode
(no LPA attack), the clock frequency f. is significantly higher
than the critical frequency F, the switch § is in off-state and the
complementary switch S is in on-state. Under this condition, the
digital data D becomes (0,0, ...,0)2, (Kr & Kr = (0,0,...,0)2).

I Critical clock frequency F is the slowest frequency which can prevent
the attacker from filtering the measurement noise and make LPA attacks
inefficient.
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Fig. 3. Basic architecture of the proposed MPFKC AVS technique
(S,81,82,...,8n are the complementary switches of S,S1,S>,...,S5m,
respectively. S, S1,S2,...,8n = 1 represent they are in on-state while
S,81,82, ..., Sn = 0 mean the off-state).

As a result, the output voltage of the HW data converter becomes
Av ~ 0, indicating that the supply voltage Vyq is fixed as Vyq 0 and
the cryptographic circuit is working in a normal mode.

AVS is a low overhead technique, which only reduces the perfor-
mance of the cryptographic circuit by 5% [10]. Therefore, even if
the proposed false key-controlled AVS is turned-on when the crypto-
graphic circuit employs dynamic frequency scaling, the performance
impact is negligible.

B. Architecture of Multiple Parallel False Keys-Controlled
Aggressive Voltage Scaling

SFKC AVS technique masks the correct key with a single
added false key that exhibits the highest correlation coefficient.
However, the pattern of the supply voltage scaling may be unriddled
to recover the correct key if the attacker utilizes that single added false
key. In the proposed multiple parallel false keys-controlled (MPFKC)
AVS technique, a random number of false keys are added to the plain-
texts in every clock period, making it significantly more difficult to
determine the voltage supply scaling pattern.

The architecture of the MPFKC AVS technique is shown in Fig. 3.
Assume that the maximum number of added false keys in every
clock period is m, (m > 2) and all the possible added false keys are
Kfy] , Kfﬁz, o Kf’m. Switches S1, S7, ..., Sy are randomly turned-
on and turned-off in every clock period to alter the number of added
false keys in each clock period. An mn-bit HW data converter is uti-
lized to convert the digital false keys related data Dy, D, ..., Dy,
into an analog voltage signal. The corresponding output voltage of
the mn-bit HW data converter Av*

m n
5 S () -

j=1 =l

m n
Zsjzai@kﬁj,i Vi 3)
j=1 =l

ZS,Zd, vl
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where Sj € {0, 1}, Ry is the weight resistance of the mn-bit HW data
converter, k¢ j ; and dj ; are the it bit of the jLh added false key and
the added false key related data, respectively, and v; is the output
voltage resolution of the mn-bit HW data converter. As a result, the
modulated supply voltage for the MPFKC AVS technique becomes
Vad = Vad.0 + Av*.

Vi is the scaling width of supply voltage which is defined as the
maximum value of |Vgq —Vqq,0l. When V), is the same for the SFKC
AVS and MPFKC AVS techniques, (4) should be satisfied

(=R =l (-77)
n x _—— = mn X _——
Ry Ry

Therefore, the relationship between the weight resistances R and R
is R1 = mRy.

Vw = . (4)

III. THREAT MODEL AND MODELING LPA ATTACKS

LPA attacks explore the correlation between the input data and the
actual leakage power dissipation of a cryptographic circuit. Assume
an LPA attack on a conventional cryptographic circuit,? x is the
predicted leakage power dissipation of the cryptographic circuit by
an attacker after combining the input data and correct key with a
suitable power model. If the actual leakage power dissipation of the
cryptographic circuit is y, the relationship between x and y can be
denoted as

y=oax+p (&)

where « and B can be considered as the multiplicative and additive
noise, respectively. Since both multiplicative noise and additive noise
may exist in a cryptographic circuit, it is quite difficult to quantify
the signal-to-noise ratio (SNR) from (5).

Fortunately, since the SNR of a system strongly correlates with the
correlation coefficient [8], the SNR of a conventional cryptographic
circuit can be determined by calculating the correlation coefficient. If
an attacker applies mp, (mq is sufficiently large) number of data to a
conventional cryptographic circuit, the corresponding predicted leak-
age power and actual leakage power are, respectively, x1, x, ..., X,
and yy,y2,...,Ym - The correlation coefficient y (x, y) between the
predicted and actual leakage power is

m = -
XL i = %) i —Y)
Y = = — - ©)
\/Zi1:1(xi1 —x) 251:1()’1'1 —y)
where X and y are, respectively, the mean values of xy, x2, ..., xp,

and y1, y2, ..., ym;. The SNR of a conventional cryptographic circuit
can be determined as [8]
1
SNR = B @)
ye»?

Since the security of a cryptographic circuit is determined by the
SNR value [8], a similar system with the same SNR can be used to
evaluate the security of the actual conventional cryptographic circuit.
When an equivalent additive noise & ~ N(u, 0'2) is utilized to sim-
ulate a conventional cryptographic circuit against LPA attacks, the
relationship between x and y can be modified as

y=apx+§ (8)
where « is the mean value of «. Since
1 mj 1 mj 1 mi
J— = o — X; _|_ N . 9
m Z Yi O’n1 Z 11 " Z El] ( )
i1=1 i1=1 i1=1
where &;, is the corresponding equivalent additive noise due to the
itlh input data, g can be written as og = (y — o) /X.

2Throughout this paper, conventional cryptographic circuit is used to
represent a circuit without any countermeasure against LPA attacks.
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Since the new system has the same SNR as a conventional
cryptographic circuit, (10) is satisfied
1 D
R L a0
— o
(r @.y)?
where D(aqx) represents the variance of agx. The variance o2 of the
equivalent additive noise £ can therefore be obtained as

- 2
2 Yy — 1o 1
= (1= D()<7—1>.
7 ( z ) o)

IV. SECURITY EVALUATION

(11)

A. Single False Key-Controlled Aggressive Voltage Scaling Against
LPA Attacks

The actual leakage power dissipation y of a conventional crypto-
graphic circuit can be expressed as

y = Vad,oheak = Vada,0F (Vad,0)li = wol; (12)

where [jeak 1S the actual leakage current of the cryptographic circuit, /;
is the leakage component which is independent of supply voltage, and
F(V4q,0) is the leakage component which is determined by supply
voltage. By substituting (8) into (12), /; can be written as

aogx + &
wy

(13)

When the SFKC AVS technique is enabled on a cryptographic
circuit, the actual leakage power dissipation y*(Av,x) can be
modeled as

YV (Av, x) = (Vad,0 + Av)F(Vad,o + Av)];

= (Vag.0 + MV)F(Vaa,0 + Av)“()’;j. (14)

F(V44,0+Av) can be approximated with the polynomial expansion as

ny

F(Vaao+Av) ~ g+ Y gi(Vaa.o + Av)”
=1

15)

where m; is the degree of the approximated polynomial and g;,, (i =
0,1,...,mp) is the corresponding coefficient of (Vgq,0 + Av)™2.
Accordingly, (Vgq,0 + Av)F(Vgq,0 + Av) can be approximated as

(Vdd,O + Av)F(Vdd,o + Av)

nmy

~ 20(Vaa,0 + Av) + Y 8y (Vaa,0 + Av)
=1

ir+1

m2+1
=co+ Z Cis(Av)l3

i3=1

(16)

where ¢y, (i3 = 0, 1,...,mp + 1) is the corresponding coefficient
of (Av)’3.

If a certain constant input data (the predicted leakage power
is xg) is applied to a cryptographic circuit and (mp + 3) num-
ber of different supply voltages Vyq.0. Vad,0 + Avi, ..., Vad,0 +
Avp,4o are enabled, the corresponding actual leakage power
dissipation of the cryptographic circuit becomes, respectively,
¥*(0,x0), y*(Av1, Xp), . . ., Y* (A, 42, Xo). Through solving the fol-
lowing equation:

1 Avy (Avy)ymtl
1 Avy (Avy)matl
¥*(0, x0) . .
€0
+1
1 AVm2+2 (Avmz+2)m2
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Fig. 4. Scaling width V,, of supply voltage versus absolute values of correla-
tion coefficient of different keys for an S-box employs SFKC AVS technique
against LPA attacks if HW model is utilized by the attacker (Ky = 38).

e Y*(Avy, xp)
1 y¥(Avy, xp)

= , (17)

Cmy+1 Y (Aviy 42, X0)

the coefficients cqp, ¢y, ..., cny41 can be determined. When
another ms3, (m3 is sufficiently large) number of different sup-
ply voltages Vgq0 + Avi’,....Vad0 + Avp,' are enabled to
the cryptographic circuit, the corresponding actual leakage power
dissipation of the cryptographic circuit becomes, respectively,
Y (Avi, x0), ..., ¥*(Avm;’, xp). By minimizing the matching error

i ;
YhL (670, x0) /) (co + LHEN iy (Avi)3) = y*(Avy,/, x0))
the optimum value of my can be determined. y*(Av, x) can therefore

be approximately written as

my+1
Y (Av,x) ~ | ¢o + Z ciy (AV)"

i3=1

apx + &
TO. (18)

If the HW model is utilized by the attacker to predict the leakage
power dissipation of the cryptographic circuit, x and Av can also,
respectively, be denoted as

19)

n n
X = Zai Dkei= Zx,'
i=1 i=1

Ay =

n n
Zai@kf,i vy = ZXiEka,i®kc,i vo. (20
i=1 =1

If one of the arbitrary keys3 Ko = (ko,1.k02+-- .. kon), the corre-
lation coefficients of correct key K., added false key Ky, and that
particular arbitrary key K, are, respectively, V(Z,r'l:1 xi, Y5 (Av, x)),
YQim1 Xi @ ke @ keiny (Av,x), and y QUi xi @ ko @
kei, y*(Av, x)).

For a 130-nm CMOS substitution-box (S-box) [9] with SFKC AVS
technique, as shown in Fig. 4, the added false key 38 shows the
highest correlation coefficient by controlling the scaling of supply
voltage. The correlation coefficient of correct key 66 is also lower
than the second highest correlation coefficient with the impact of the
added false key 38. In addition, when V), exceeds 0.1 V, the variations
of the correlation coefficient of different keys start converging.

3All of the possible keys can be categorized as the correct key, added false
key, or an arbitrary key. We use arbitrary key to define any key other than
the correct key and the added false key.
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against LPA attacks if HW model is utilized by the attacker (m = 3, Ky | =9,
K¢ > =38, and Ky 3 = 206).

B. Multiple Parallel False Keys-Controlled Aggressive Voltage
Scaling Against LPA Attacks

In order to prevent the attacker from unriddling the scaling
behavior of supply voltage, a random number of false keys are
added to plaintext in every clock period in the proposed MPFKC
AVS technique. As a result, the actual leakage power dissipation
of a cryptographic circuit that employs MPFKC AVS technique
VE(AVE, x) is

mo+1
VA, x) ~ | o + Z Ci3(AV*)i3 ax +§ 1)
i3=1 “0
where Av* is
m n
AvF = ZSjZaiEka’j,,' V]
=1 =1
m n
= ZSJZX[Eka’j’,‘EBkCJ Vi (22)
=1 =1

when HW model is utilized by the attacker.

Note in Fig. 5 that neither the added false keys nor the correct
key exhibit the highest correlation coefficient with the MPFKC AVS
technique. The primary reason is that leakage power dissipation of
the cryptographic circuit contains information about all of the added
false keys when MPFKC AVS technique is enabled. Each added false
key exhibits a high correlation with a portion of the leakage power
dissipation induced by itself, but it may have a low correlation with
the portion of the leakage power dissipation induced by other added
false keys. However, an arbitrary key may have a high correlation with
the components of the leakage power dissipation induced by different
added false keys, resulting in a high correlation with the overall side-
channel signal, as shown in Fig. 6(d). Another observation is that
when V,, approaches 0.05 V, the critical signal that is leaked from
the correct key is significantly attenuated by the noise due to the
added false keys. This is due to the fact that the added multiple false
keys start to become more effective when V), exceeds 0.05 V.

V. LPA ATTACKS SIMULATION

A 130-nm CMOS S-box [9] that employs different countermea-
sures against LPA attacks are simulated in Cadence. Only 500
plaintexts are sufficient to leak the correct key 66 to the attacker
from an S-box without countermeasure, as shown in Fig. 6(a). If an
S-box employs random AVS technique, as shown in Fig. 6(b), after
inputting 100 thousand plaintexts, the random power noise is filtered
and the correct key 66 is also leaked to the attacker. As shown in
Fig. 6(c), if an S-box employs SFKC AVS technique, the added false
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after inputting 500 plaintexts. (b) S-box employs random AVS technique after inputting 100 thousand plaintexts. (c) S-box employs SFKC AVS technique
after inputting ten million plaintexts. (d) S-box employs MPFKC AVS technique after inputting ten million plaintexts.

TABLE I
COMPARISON WITH PREVIOUS WORKS (X, X7, AND X; ARE,
RESPECTIVELY, THE AREA, DYNAMIC POWER, LEAKAGE
POWER OF A CONVENTIONAL CRYPTOGRAPHIC CIRCUIT)

Area Dynamic Leakage MTD value
Power power
SDRL [11] 2X, 2X4 2X, —_—
SC converter -
+RDVFS [7] Xa 0.746Xq4 0.7116X, 2 1 million
This work 1.064X, 0.5X4 0.9039X, 2 10 million

key 38 exhibits the highest correlation coefficient even if ten million
plaintexts are enabled. But the added false key 38 may be utilized
by the attacker to unriddle the scaling behavior of supply voltage
to leak the correct key 66. Alternatively, for an S-box with MPFKC
AVS technique, the correct key 66 is masked from an LPA attack
even if ten million plaintexts are utilized, as shown in Fig. 6(d).

VI. OVERHEAD ANALYSIS

If the average leakage power dissipation of a conventional
S-box [9] without countermeasure is X; and V,, = 0.2 V, the aver-
age leakage power dissipation of the S-box that employs random
AVS technique, SFKC AVS technique, and MPFKC AVS technique,
respectively, are 0.8160X;, 0.8162X;, and 0.9039X;. In MPFKC AVS
technique, a smaller variance of the supply voltage scaling causes a
slightly higher average leakage power dissipation on the S-box, as
compared to random AVS and SFKC AVS techniques. The proposed
MPFKC AVS technique bears approximately 6.4% area overhead,
which consists of 3.4% area overhead induced by the inserted con-
trol circuit and 3% area overhead induced by the duplication of the
registers to fix the circuit contamination delay.

VII. COMPARISON WITH PREVIOUS WORKS

When an LPA attack is not detected by the cryptographic cir-
cuit and the cryptographic circuit is working at the normal clock
frequency, random AVS can be utilized to reduce dynamic power
dissipation of the cryptographic circuit by 50%, as listed in Table I.
When the clock frequency becomes lower than the critical frequency
Fo, MPFKC AVS technique is activated against LPA attacks. As com-
pared to the random voltage scaling technique in [7], the MTD value
of the proposed MPFKC AVS technique can be enhanced over ten
times against LPA attacks.

VIII. CONCLUSION

An adaptive false key-controlled AVS technique is proposed as
a countermeasure against LPA attacks. The proposed technique can
enhance the correlation between the added false keys and actual leak-
age power dissipation of the cryptographic circuit. The MTD value
of a cryptographic circuit against LPA attacks is enhanced over ten
million with the proposed technique that inserts a random number
of false keys to control the scaling behavior of the supply voltage in
every clock period.
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